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Mi ni m um Sec uri ty Crite ri a –  Rail  Carriers  

Novem b er 2019 
 
Note : Criteria ID numbers may not be sequential. ID numbers not listed are not applicable to Rail Carriers.  
 
Firs t Focus Area: Corpora t e Securi t y  
 

1. Sec u r i t y Visi on & Resp on s i bi li t y  –  For a CTPAT Member’s supply chain security program to become and remain effective, it must have 
the support of a company’s upper management. Instilling security as an integral part of a company’s culture and ensuring that it is a 
companywide priority is in large part the responsibility of the company’s leadership.  
 

ID  Criter ia  Im p le m e n t at io n Gu id an c e  M u st / 
Shou ld  

1.1 In promoting a culture of security, CTPAT Members should 
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ID  Criter ia  Im p le m e n t at io n Gu id an c e  M u st / 
Shou ld  

1.3 The supply chain security program must be designed with, 
supported by, and implemented by an appropriate written review 
component. The purpose of this review component is to 
document that a system is in place whereby personnel are held 
accountable for their responsibilities and all security procedures 
outlined by the security program are being carried out as 
designed. The review plan must be updated as needed based on 
pertinent changes in an organization’s operations and level of risk. 

The goal of a review for CTPAT purposes is to ensure that its 
employees are following the company’s security procedures.  The 
review process does not have to be complex.  The Member decides 
the scope of reviews and how in-depth they will be - based on its 
role in the supply chain, business model, level of risk, and 
variations between specific locations/sites.  
 
Smaller companies may create a very simple review methodology; 
whereas, a large multi-national conglomerate may need a more 
extensive process, and may need to consider various factors such 
as local legal requirements, etc.  Some large companies may 
already have a staff of auditors that could be leveraged to help 
with security reviews.   
 
A Member may choose to use smaller targeted reviews directed at 
specific procedures.  Specialized areas that are key to supply chain 
security such as inspections and seal controls may undergo reviews 
specific to those areas.  However, it is useful to conduct an overall 
general review periodically to ensure that all areas of the securi
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ID  Criter ia  Im p le m e n t at io n Gu id an c e  M u st / 
Shou ld  

3.4 The business partner screening process must take into account 
whether a partner is a CTPAT Member or a member in an 
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ID  Criter ia  Im p le m e n t at io n Gu id an c e  M u st / 
Shou ld  

3.7 To ensure their business partners continue to comply with 
CTPAT’s security criteria, Members should update their security 
assessments of their business partners on a regular basis, or as 
circumstances/risks dictate. 

Periodically reviewing business partners’ security assessments is 
important to ensure that a strong security program is still in place 
and operating properly.  If a member never required updates to its 
assessment of a business partner’s security program, the Member 
would not know that a once viable program was no longer effective, 
thus putting the member’s supply chain at risk.   
 
Deciding on how often to review a partner’s security assessment is 
based on the Member’s risk assessment process.  Higher risk supply 
chains would be expected to have more frequent reviews than low 
risk ones.  If a Member is evaluating its business partner’s security 
by in person visits, it may want to consider leveraging other types of 
required visits.  For example, cross-train personnel that test for 
quality control to also conduct security verifications. 
 
Circumstances that may require the self-assessment to be updated 
more frequently include an increased threat level from a source 
country, changes in source location, new critical business partners 
(those that actually handle the cargo, provide security to a facility, 
etc.). 
 

Should 

 
  



CTPAT Minimum Security Criteria – Rail Carriers | November 2019 

Page 9 

4. Cyber sec u r it y  – In today’s digital world, cybersecurity is the key to safeguarding a company’s most precious assets – intellectual 
property, customer information, financial and trade data, and employee records, among others. With increased connectivity to the 
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ID  Criter ia  Im p le m e n t at io n Gu id an c e  M u st / 
Shou ld  

4.2 To defend Information Technology (IT) systems 
against common cybersecurity threats, a 
company must install sufficient 
software/hardware protection from malware 
(viruses, spyware, worms, Trojans, etc.) and 
internal/external intrusion (firewalls) in 
Members' computer systems. Members must 



CTPAT Minimum Security Criteria – Rail Carriers | November 2019 

Page 11 



CTPAT Minimum Security Criteria – Rail Carriers | November 2019 

Page 12 

ID  Criter ia  Im p le m e n t at io n Gu id an c e  M u st / 
Shou ld  

4.8 Individuals with access to Information 
Technology (IT) systems must use individually 
assigned accounts.  
 
Access to IT systems must be protected from 
infiltration via the use of strong passwords, 
passphrases, or other forms of authentication, 
and user access to IT systems must be 
safeguarded.   
 
Passwords and/or passphrases must be 
changed as soon as possible if there is evidence 
of compromise or reasonable suspicion of a 
compromise exists.   

To guard IT systems against infiltration, user access must be safeguarded by going 
through an authentication process.  Complex login passwords or passphrases, 
biometric technologies, and electronic ID cards are three different types of 
authentication processes.  Processes that use more than one measure are preferred.  
These are referred to as two-factor authentication (2FA) or multi-factor authentication 
(MFA).  MFA is the most secure because it requires a user to present two or more 
pieces of evidence (credentials) to authenticate the person’s identity during the log-on 
process. 
 
MFAs can assist in closing network intrusions exploited by weak passwords or stolen 
credentials.  MFAs can assist in closing these attack vectors by requiring individuals to 
augment passwords or passphrases (something you know) with something you have, 
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ID  Criter ia  Im p le m e n t at io n Gu id an c e  M u st / 
Shou ld  

4.13 All media, hardware, or other IT equipment that 
contains sensitive information regarding the 
import/export process must be accounted for 
through regular inventories.  When disposed, 
they must be properly sanitized and/or 
destroyed in accordance with the National 
Institute of Standards and Technology (NIST) 
Guidelines for Media Sanitization or other 
appropriate industry guidelines. 

Some types of computer media are hard drives, removable drives, CD-ROM or CD-R 
discs, DVDs, or USB drives. 
 
The National Institute for Systems and Technology (NIST) has developed the 
government’s data media destruction standards.  Members may want to consult NIST 
standards for sanitization and destruction of IT equipment and media. 
 
Media Sanitization: 
https://www.nist.gov/publications/nist-special-publication-800-88-revision-1-
guidelines-media-sanitization  
 

Must 
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Se c o n d Focus Area: Trans p ort a ti o n Secu rit y  
 

5. Conveyan c e and Inst r umen t s of Int er n at io n al Tr af f i c Secu ri t y  – Smuggling schemes often involve the modification of conveyances 
and Instruments of International Traffic (IIT), or the hiding of contraband inside IIT. This criteria category covers security measures 
designed to prevent, detect, and/or deter the altering of IIT structures or surreptitious entry into them, which could allow the 
introduction of unauthorized material or persons.  
 
At the point of stuffing/loading, procedures need to be in place to inspect IIT and properly seal them. Cargo in transit or “at rest” is 
under less control, and is therefore more vulnerable t
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ID  Criter ia  Im p le m e n t at io n Gu id an c e  M u st / 
Shou ld  
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ID  Criter ia  Im p le m e n t at io n Gu id an c e  M u st / 
Shou ld  

5.29 If a credible (or detected) threat to the security of a shipment or 
conveyance is discovered, the Member must alert (as soon as feasibly 
possible) any business partners in the supply chain that may be affected 
and any law enforcement agencies, as appropriate. 
 

   Must 

 
 

6. Seal Secu r i t y –  The sealing of trailers and containers to attain continuous seal integrity, continues to be a crucial element of a secure 
supply chain. Seal security includes having a comprehensive written seal policy that addresses all aspects of seal security, such as using 
the correct seals per CTPAT requirements; properly placing a seal on IIT, and verifying that the seal has been affixed properly. 
 

ID  Criter ia  Im p le m e n t at io n Gu id an c e  M u st / 
Shou ld  

6.1 CTPAT Members must have detailed, written high-security seal 
procedures that describe how seals are issued and controlled at the 
facility and during transit.  Procedures must provide the steps to take if 
a seal is 
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ID  Criter ia  Im p le m e n t at io n Gu id an c e  M u st / 
Shou ld  

6.2 All CTPAT shipments that can be sealed must be secured immediately 
after loading/stuffing/packing by the responsible party (i.e. the shipper 
or packer acting on the shipper’s behalf) with a high-security seal that 
meets or exceeds the most current International Organization for 
Standardization (ISO) 17712 standard for high-security seals. Qualifying 
cable and bolt seals are both acceptable. All seals used must be 
securely and properly affixed to Instruments of International Traffic 
that are transporting CTPAT Members’ cargo to/from the United 
States. 
 

The high-security seal used must be placed on the secure cam 
position, if available, instead of the right door handle. The seal 
must be placed at the bottom of the center most vertical bar of 
the right container door. Alternatively, the seal could be placed 
on the center most left-hand locking handle on the right 
container door if the secure cam position is not available.  If a 
bolt seal is being used, it is recommended that the bolt seal be 
placed with the barrel portion or insert facing upward with the 
barrel portion above the hasp.  

Must 

6.5 CTPAT Members (that maintain seal inventories) must be able to 
document that the high-security seals they use meet or exceed the 
most current ISO 17712 standard. 

Acceptable evidence of compliance is a copy of a laboratory 
testing certificate that demonstrates compliance with the ISO 
high-security seal standard. CTPAT Members are expected to 
be aware of the tamper indicative features of the seals they 
purchase. 
 

Must 
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ID  Criter ia  Im p le m e n t at io n Gu id an c e  M u st / 
Shou ld  

6.6 If a Member maintains an inventory of seals, company management or 
a security supervisor must conduct a seal audit that includes periodic 
inventory of stored seals and reconciliation against seal inventory logs 
and shipping documents. All audits must be documented. 
 
As part of the overall seal audit process, dock supervisors and/or 
warehouse managers must periodically verify seal numbers used on 
conveyances and Instruments of International Traffic. 
 

   Must 

6.7 
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ID  Criter ia  Im p le m e n t at io n Gu id an c e  M u st / 
Shou ld  
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ID  Criter ia  Im p le m e n t at io n Gu id an c e  M u st / 
Shou ld  

that allows people to remain anonymous if they fear reprisal 
for their actions.  It is recommended that any report be kept 
as evidence to document that each reported item was 
investigated and that corrective actions were taken. 
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8. Agricul t ur al Secur i t y –  Agriculture is the largest industry and employment sector in the U.S.  It is also an industry threatened by 
the introduction of foreign animal and plant contaminants such as soil, manure, seeds, and plant and animal material which may 
harbor invasive and destructive pests and diseases. Eliminating contaminants in all conveyances and in all types of cargo may 
decrease CBP cargo holds, delays, and commodity returns or treatments. Ensuring compliance with CTPAT’s agricultural 
requirements will also help protect a key industry in the U.S. and the overall global food supply.  
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ID  Criter ia  Im p le m e n t at io n Gu id an c e  M u st / 
Shou ld 

• The procedures that have been implemented to 
test/inspect the technology on a regular basis; 
 
• That the inspections include verifications that all of the 
equipment is working properly, and if applicable, that the 
equipment is positioned correctly; 
 
• That the results of the inspections and performance 
testing is documented;  
 
• That if corrective actions are necessary, they are to be 
implemented as soon as possible and the corrective actions 
are documented; 
 
• That the documented results of these inspections be 
maintained for a sufficient time for audit purposes. 
 
If a third party central monitoring station (off-site) is used, 
the CTPAT Member must have written procedures 
stipulating critical systems functionality and authentication 
protocols such as (but not limited to) security code changes, 
adding or subtracting authorized personnel, password 
revisions, and systems access or denials. 
 
Security technology policies and procedures must be 
reviewed and updated annually, or more frequently, as risk 
or circumstances dictate. 
 

 
• Make sure video settings such as motion activated recording; motion 
detection alerts; images per second (IPS), and quality level, have been set 
up properly.   
 
• Make sure camera lenses (or domes that protect the cameras) are clean 
and lenses are focused.  Visibility should not be limited by obstacles or 
bright lights.  
 
• Test to make sure security cameras are positioned correctly and remain 
in the proper position (cameras may have been deliberately or 
accidentally moved). 

9.9 CTPAT Members should use licensed/certified resources 
when considering the design and installation of security 
technology. 

Today’s security technology is complex and evolves rapidly. Oftentimes 
companies purchase the wrong security technology that proves to be 
ineffective when needed and/or pay more than was necessary. Seeking 
qualified guidance will help a buyer select the right technology options for 
their needs and budget.   
 

Should 
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ID  Criter ia  Im p le m e n t at io n Gu id an c e  M u st / 
Shou ld  

9.15 If camera systems are deployed, periodic, random reviews 
of the camera footage must be conducted (by management, 
security, or other designated personnel) to verify that cargo 
security procedures are being properly followed in 
accordance with the law.  Results of the reviews must be 
summarized in writing to include any corrective actions 
taken.  The results must be maintained for a sufficient time 
for audit purposes.   

If camera footage is only reviewed for cause (as part of an investigation 
following a security breach etc.), the full benefit of having cameras is not 
being realized.  Cameras are not only investigative tools.  If used 
proactively, they may help prevent a security breach from occurring in the 
first place.   
 
Focus the random review of the footage on the physical chain of custody 
to ensure the shipment remained secure and all security protocols were 
followed. Some examples of processes that may be reviewed are the 
following: 
 
• Cargo handling activities;  
• Container inspections;  
• The loading process;  
• Sealing process;  
• Conveyance arrival/exit; and 
• Cargo departure, etc.  
 
Pu r p o se of th e revie w:  The review is intended to evaluate overall 
adherence and effectiveness of established security processes, identify 
gaps or perceived weaknesses, and prescribe corrective actions in support 
of improvement to security processes.  Based on risk (previous incidents 
or an anonymous report on an employee failing to follow security 
protocols at the loading dock, etc.), the Member may target a review 
periodically.   
 
It e m s to in c lu d e in th e wr it t e n su m m ar y : 
• The date of the review;  
• Date of the footage that was reviewed;  
• Which camera/area was the recording from;  
• Brief description of any findings; and  
• If warranted, corrective actions.   
 

Must 
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ID  Criter ia  Im p l e m e n t at io n Gu id an c e  M u st / 
Shou ld  

10.2 Visitors, vendors, and service providers must present photo 
identification upon arrival, and a log must be maintained that 
records the details of the visit. All visitors should be escorted. In 
addition, all visitors and service providers should be issued 
temporary identification. 
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11. Per s o n n el Secur i t y –  A company’s human resource force is one of its most critical assets, but it may also be one of its weakest 

security links. The criteria in this category focus on issues such as employee screening and pre-employment verifications.  
Many security breaches are caused by internal conspiracies, which is where one or more employees collude to circumvent security 
procedures aimed at allowing an infiltration of the supply chain. Therefore, Members must exercise due diligence to verify that 
employees filling sensitive positions are reliable and trustworthy. Sensitive positions include staff working directly with cargo or its 
documentation, as well as personnel involved in controlling access to sensitive areas or equipment. Such positions include, but are 
not limited to, shipping, receiving, mailroom personnel, drivers, dispatch, security guards, any individuals involved in load 
assignments, tracking of conveyances, and/or seal controls.  
 

ID  Criter ia  Im p le m e n t at io n Gu id an c e  M u st / 
Shou ld  

11.1 Written processes must be in place to screen prospective 
employees and to periodically check current employees. 
Application information, such as employment history and 
references, must be verified prior to employment, to the extent 
possible and allowed under the law. 

CTPAT is aware that labor and privacy laws in certain countries may 
not allow all of the application information to be verified.  However, 
due diligence is expected to verify application information when 
permitted. 

Must 
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ID  Criter ia  Im p le m e n t at io n Gu id an c e  M u st / 
Shou ld  

11.5 CTPAT Members must have an Employee Code of Conduct that 
includes expectations and defines acceptable behaviors.  Penalties 
and disciplinary procedures must be included in the Code of 
Conduct.  Employees/contractors must acknowledge that they 
have read and understood the Code of Conduct by signing it, and 
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12. E d u c at io n, Trai n in g and Awaren es s –  CTPAT’s security criteria are designed to form the basis of a layered security system. If one 
layer of security is overcome, another layer should prevent a security breach, or alert a company to a breach. Implementing and 
maintaining a layered security program needs the active participation and support of several departments and various personnel.  
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ID  Criter ia  Im p le m e n t at io n Gu id an c e  M u st / 
Shou ld  

12.3 Personnel must receive training on situational reporting – the 
procedures to follow if something is found during a conveyance 
inspection or if a security incident takes place while in transit.  In 
addition, personnel must be instructed in controlling/using seals 
during transit, and to look for signs of someone observing the 
movement of the conveyance and/or the goods. 
 
Drivers, for instance, must be trained on how to conduct the seal 
verification process (VVTT process). 
 
The CTPAT seal verification process is the following: 
 
V – View seal and container locking mechanisms; ensure they are OK; 
V – Verify seal number against shipment documents for accuracy; 
T – Tug on seal to make sure it is affixed properly; and 
T – Twist and turn the bolt seal to make sure its components do not 
unscrew or separate from one another. 
 

   Must 
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12.8 As applicable, based on their functions and/or positions, personnel 
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